Pexomenaauuu MuHucrepcrsa uupoBoro pasBuTus, CBs3u
U MaccoBbIX KOMMYHuKauuil Poccuiickoit @enepaunu no 3pPpeKTuBHOMY
PACNO3HABAHMIO (PMIIMHIOBBIX ITHCEM

@umuHr (aHri. phishing) — BU UHTEPHET-MOIIIEHHUYECTBA, 11€JIbI0 KOTOPOTO
SBIIACTCS TOJYyYEeHHE WISHTU(DUKAIMOHHBIX JaHHBIX [OJb30BaTeNel (JIOTHH,
napoJib, HOMEp KPEAUTHON KapThl M JPyrol KoHUICHIMAILHONH uH(OpMaIun),
a TaKXe 3allyCK BPEJOHOCHOTO MPOrPAMMHOTO OOECIEYeHHUs] Ha KOMIIbIOTEpe
MOJIB30BATES.

Takoii  BUJ  HMHTEPHET-MOIIEHHUYECTBA, KaK  MPaBWJIO, OCHOBaH
Ha TICUXOJIOTWUYECKOW MAHUITYJISIIIUM M €ro IIeJb — BBIBECTH YEJIOBEKAa Ha TaKHe
AMOIINH, KaK UHTEPEC, CTPAX, )KATHOCTh, 3JI0CTh, KEJIaHUE TOMOYb. ITO MO3BOJISIET
0CJIA0UTh KOHLEHTPAIMIO YEJIOBEKA, YCHIIUTh €r0 OJUTEIbHOCTD.

Tak, mpuMeHeHre Pa3TuIHBIX TICUXOJOTHUECKUX MMPUEMOB JIeiaeT TAKOW BUJI
MHTEPHET-MOILIEHHUYECTBA Ype3BbIYailHO 3(PPEKTUBHBIM, B TOM YHUCIIE B OpraHax
roCy1apCTBEHHOU BJIACTH.

Ilpumep. /[ns 310yMmululieHHUKa He COCMAGAem mpyoa Haumu 8 OMKpPbIMbIX
ucmouHukax ungopmayuro o cmpykmype Bawezo opeana énacmu, onpedenumo
KAH0UEBbIX OOJIHCHOCIMHBIX JUY U OOMEeH KOPHOpamueHou noumel Baweeo opeana
eracmu. Imo no3eonsgem 310YMbIUAEHHUKY COenams QUUUHL08YI0 PACCHLIKY
NPUMEPHO credyrouie2o cooepicanus: « Yeaowcaemvli ....! B nepuoo c 1 mapma no 3
anpens Ynpaenenuem un@OpMAYUOHHBIX MEXHOLOSUU NPOU3BOOUMCS PEeBU3USL
NOYMOBbIX AWUKOE COMPYOHUKOS ... Bce wHeucnonvzyemvie noumel 0yoym
omxmoueHvl. Ecnu vl nonyuunu Oanmoe NUCOMO U NIAHUpPYeme UCHONb308aAMb
OaHHbBIIL NOYUMOBHIL AWUK 8 DYyOyuem, npocbba onepamusHo G0UMU 6 JTUUHBLUL
KabuHnem no cneoyroujeli CColike: ... ...... »

[Ipu 3TOM CcCBhUIKa, KOHEUHO K€, BEICT Ha MOAACIIbHYI0 (opMy aBTOpHU3AIUHU B
KOPIOPATUBHYIO MOUTy. ECiu TOT Wiu MHOM COTPYHUK OpraHa BJIacTH BOBpPEMS HE
MOMMET, UTO aHHAas pacChUIKa SBIAETCS (PUIIMHTOBOM, M IEPEUIET MO CChUIKE, OH
OKaXETCS Ha CTPAHMIIC, KOTOpasi BHEITHE HEOTIMYMMa OT HacTosmIeH (popmMbl BBOIA
y4eTHbIX JaHHbIX. KOHEUHO ke, BBeIs JIOTMH W MapoJib, TaKOW COTPYIHHUK
«JTI0OPOBOIBLHOY TIEPEAACT MX 3JI0YMBIIIIICHHUKAM.

HepBOHa‘Iaﬂbele JeHCTBUS IpHA MOJYYCHHH IJICKTPOHHOI'0 MUCbMA:

Ecin Bel momyunnu mucbMo, B KOTopoM OT Bac  TpebyroT kakoro-mm6o
B3aMMOJCHUCTBUSA, B TOM 4YHCIE HE3aMEUIMTEIBHOIO, WIM X€ TaKo€ IIHCbMO
BbI3bIBacT y Bac mr000MBITCTBO, YyBCTBO CTpaxa WU MOOYXZAeT K ACHCTBHSIM,
HaIpUMep, KOTKPOW», «ITPOYUTAa», «03HAKOMbCS», TO 3ayMalTech U 3aaiite cede
CJIEIYIOILLHE BOIIPOCHL:

OKHJIAK0 JIX 5 3TO MACHMO?
€CTh JI CMBIC] B TOM, YTO OT MEHS TPeOyIOT?
3HAIO JIM 51 aBTOpa 3TOTO MHUChMa?
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YBEPEH JIM s B 0€30IIaCHOCTH MOJIyYEHHOT'O JIEKTPOHHOIO IUcbMa?

Ecnu oTBeT XOTS OBl HAa OJWMH M3 O3BYUYEHHBIX BBIIIE BOINPOCOB «HET» -
BHUMATEJIbHO MpOaHAIM3UPYITE CONEPKUMOE MHChbMa U, NMPU HEOOXOAUMOCTH,
CBSDKMTECH Ul KOHCYJIBTALlUM C IIPEACTABUTEIEM TEXHUYECKOM IOAACPKKU
Bamero oprana BinacTu.

NwmeiiTe B BUYy, 4TO 0COO0OT0 BHUMAHUS TPEOYIOT MMCbMA, KOTOPBIE:

coJiepKaT CChUIKY JJI MEePeX0/ia Ha CTOPOHHUN pecypc (BO3MOMXKHO, CChLIIKA
BeeT Ha (DUIIMHTOBBIN MoAAENbHBIN pecypc). [Ipu aTom ele Oonbliero BHUMaHus
3aCITy’)KMBAIOT MUChbMA, COJIEpXKAIINEe «KOPOTKUE CCBUIKH», TaK KaK HEBO3MOXKHO
ONPEIEINTh, Ky/1a BEIET TaKas CChUIKA;

COZIEpKaT BIIOKEHHE (BO3MOXKHO, (Daill COACPKUT BPEAOHOCHBIM KO IS
3apa)kKeHUs BAILIEr0 KOMIBIOTEPA);

COCTABJICHbl HA UHOCTPAHHOM SI3BIKE;

UMEIOT O0JIBILIOE KOJUYECTBO MOTyYaTeNeH;

comepxar opdorpaduieckre ommoOKy;

CBsi3aHbl C (PUHAHCOBOM, OAHKOBCKOM c(epoil WIM TeONOJIUTUYECKOM
00CTaHOBKO.

Kak anainu3upoBarh 3JIeKTPOHHbIE MUCbMA?

1. IIpoBeprTe aapec ormpaBuTeNs (JIOMEH ajpeca dSIEKTPOHHOW IOYTHI,
C KOTOpPOM MPUIUIO IHUCbMO, JOJKEH COBIAJATh C JOMEHOM, YKa3aHHBIM
Ha o(uIMaIbHOM CalTe OpraHW3aIH, OT UMEHH KOTOPOH SIKOOBI HAIpaBJiICHO
MKUCHhMO, a JIOTUH TAKOW MOYTHI, B CBOIO OYEPE/lb, JOJIKEH COBNAATh C IPUHSITOM
JIOTUKOW WX TOCTPOCHHMS B TOW WJIM MHOM opraHuzamuu). IIpoBepsiiTe aapec
OTHPABUTENS, JAXKE B CITy4Yae COBMAJICHUS UMEHHU C YK€ U3BECTHBIM KOHTAKTOM;

2. [lpoBepbTe MONMHOE WMMS OTHPABUTENS (ISl MPOBEPKU IMOJHOTO HWMEHH
OTHPABUTENIS, HABEAUTE KYPCOP MBIIIKKA Ha YKa3aHHOE B TUCbME UMS OTIIPABUTEIS)
M 3aTe€M MNPOAHAJIM3UPYUTE BBICBETUBLIMKUCS aapPEC AJIEKTPOHHOM IOYTHI
B COOTBETCTBUU ¢ MH(pOpMaIuen u3 o(UIMaIbHBIX HCTOYHUKOB (CM. ITyHKT BBIIIIE);

3. IlpoBepbTe, TpU HAIMYUHU, CCBHUIKH, JaXX€ €CIM MUCHBMO TOJIYYEHO
OT Jpyroro mojbs3oBareniss Bamelt WHPOpMAlMOHHONW CHUCTEMBI, W TOMHUTE
0 TOM, 4TO caM (akT HarpapiieHuss BaM 1o 37eKTpOHHOM MOYTE CChUIOK, BETYIIUX
Ha CTOPOHHUU pecypc, SIBISETCS MOI03PUTEIBHBIM:

- oOparuTe BHMMaHHE HAa Ha3BaHUE caiiTa, Ha KOTOPHIA Bam mpemmaraior
nepeitu. B HeM MoxeT ObITh U3BMEHEH MOPSAIOK OYKB WJIU, HAIPUMEP, HEKOTOPHIE
OyKBbI MOTYT OBITh 3aMeHEHBI Ha Iudpsl (Hampumep, www.sObranie.ru). Kpome
TOTO, IS BBEACHUS B 3a0NyXJEHUE 3JI0yMBIIUIEHHUKOM MOTYT OBITh
WCIIOJIB30BaHbl CHEIUAM3UPOBAHHBIE CEPBUCHI COKPAIICHUS! CCHUIOK (HAmpuMep,
bit.ly, tinyurl.com);

- HaBEIUTE KypCOp MBIIIKM HA CChUIKY (He Ha’KUMAasi HA Hee, CChLIKA
NMOSIBUTCS WJIH PSAOM € KYPCOPOM WJIH B JIeBOM HU)KHEHl 4YacTH OKHA)
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u nposepbTe, uToObl URL, ykazanubiii B 35eKTpoHHOM cooOmienuu, u URL,
0TOOpaxkaeMblil IPU HABEJIEHUU Kypcopa Ha CChUIKY, COBIAJaIN;

- Takke Bel MoXkeTe BpyuHyto (HE KOMUPYs €€) BOUTH MOJYUYEHHYIO CChUIKY
B CTPOKE TIOMCKOBOM cuctemsbl (SHaexc, mail.ru u ap.). Takoit metoq mo3BonuT Bam
3aMETUTh BO3MOXKHbBIE «OIIMOKI» B MOJYYEHHOHN CCHUIKE;

4. ITpoBeprTe Hammuue BIOKEHUW. Eciii OTIIpaBUTENb, JIEKTPOHHOE MUCHMO
Y IPUYHHA, 110 KOTOPOM Bac MpocsAT OTKPBITH BIOKEHHE, BBI3BIBAET JAKE CAMOE
HE3HAYUTENIbHOE MOA03PEHNE — HU IIPU KaKUX OOCTOATEIBCTBAX HE OTKPBIBANTE €T0.

5. OoOpamlaiiTe BHHUMaHHE Ha BO3MOXHBIE oOmeuyaTku, opdorpapuyeckue
OIIMOKHK, OOJbIIOE KOJIMYECTBO IMPOMUCHBIX OYKB, COBIAJEHHE Ha3BaHUU
OpraHu3allii, UMEHU OTMPABUTENA U COAEPKUMOTO B TEKCTE AIEKTPOHHOIO
NIMCHMa;

6. Ecium noiayd4eHHOE IHCbMO BBI3BIBAET COMHEHHs, 10 BO3MOYKHOCTH,
CBSDKUTECH C OTIPABUTENIEM HJIU CO CIIPABOYHOM OPraHU3aluH, OT KOTOPOU MPHILLIO
TaKO€ JJIEKTPOHHOE MUCBMO, 0 JAPYroMy KaHaily CBsi3dU. IIpy 3TOM KOHTaKTHBIE
JaHHBIE HY’)KHO OpaTh U3 aBTOPUTETHBIX UCTOYHUKOB, HAIIPUMEp, Ha O(PULIHATIBHOM
caiiTe opraHu3allly, a He U3 HalpaBJieHHOro Bam nuceMma.

Yro gesarp, ecau Bol 00Hapy:xuiIn pUIIMHTOBOE MUCHMO?

1. He mepexoaute 1o cchlike, 0COOEHHO, €CIM OHU JJIMHHBIE WM, HA000POT,
CO3/1aHbI TP MTOMOILM CEPBUCOB COKPAILECHUS CCHUIOK;

2. He HaxxuMaiiTe Ha CCHUIKH, €CJIM OHU 3aMEHEHBI Ha CJI0Ba;

3. He xonupyiiTe agpec CChUIKY;

4. He oTkpwIBaiiTe W HE CKaYMBAaWTE BIOXKECHHUS, OCOOCHHO, €CIM B HHX
coJiep)kKarcs JOKYMEHTBl C MakKpOoCaMH, apXHBbI C TMapOJISIMH, a Takxke (ailiibl
¢ pacummpenusimu RTF, LNK, CHM, VHD;

5. He moarpy»xante KapTUHKU OT HE3HAKOMBIX JIFOEH;

6. He 3amyckaiite MakpoChl B O(DUCHBIX TPHIOKEHUSIX (MAKPOC — 3MO HAOOP
KOMAHO U  UHCMPYKYUL,  2cPYNAUpyemMviXx  emecme 6  68ude  eOUHoU
KOMAHObL o ABMOMAMUYECKO20 6bINOJIHEHUS. 3a0auul.);
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7. He nepecbuiaiiTe nuchMa KoJUIETaM;

8. Ilpomndopmupyiite Cciay)0y TEXHUYECKOW MOMACPKKH CBOETO OpraHa
BJIACTH/aAMUHUCTPATOPA HHPOPMAITMOHHON CUCTEMBI, HAIIPABUB €My MOJYYECHHOE
MHAChbMO KaK BJIOKEHUE;

9. Ynanute pUIIMHATOBOE TUCHMO.



